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 5.1 Introduction

From the earliest days of computing, programmers have wanted unlimited 
amounts of fast memory. !e topics in this chapter aid programmers by creating 
that illusion. Before we look at creating the illusion, let’s consider a simple analogy 
that illustrates the key principles and mechanisms that we use.

Suppose you were a student writing a term paper on important historical 
developments in computer hardware. You are sitting at a desk in a library with 
a collection of books that you have pulled from the shelves and are examining. 
You "nd that several of the important computers that you need to write about are 
described in the books you have, but there is nothing about the EDSAC. !erefore, 
you go back to the shelves and look for an additional book. You "nd a book on 
early British computers that covers the EDSAC. Once you have a good selection of 
books on the desk in front of you, there is a high probability that many of the topics 
you need can be found in them, and you may spend most of your time just using 
the books on the desk without returning to the shelves. Having several books on 
the desk in front of you saves time compared to having only one book there and 
constantly having to go back to the shelves to return it and take out another.

!e same principle allows us to create the illusion of a large memory that we 
can access as fast as a very small memory. Just as you did not need to access all the 
books in the library at once with equal probability, a program does not access all of 
its code or data at once with equal probability. Otherwise, it would be impossible 
to make most memory accesses fast and still have large memory in computers, just 
as it would be impossible for you to "t all the library books on your desk and still 
"nd what you wanted quickly.

!is principle of locality underlies both the way in which you did your work in 
the library and the way that programs operate. !e principle of locality states that 
programs access a relatively small portion of their address space at any instant of 
time, just as you accessed a very small portion of the library’s collection. !ere are 
two di#erent types of locality:

■ Temporal locality (locality in time): if an item is referenced, it will tend to be 
referenced again soon. If you recently brought a book to your desk to look at, 
you will probably need to look at it again soon.

■ Spatial locality (locality in space): if an item is referenced, items whose 
addresses are close by will tend to be referenced soon. For example, when you 
brought out the book on early English computers to learn about the EDSAC, 
you also noticed that there was another book shelved next to it about early 
mechanical computers, so you likewise brought back that book and, later 
on, found something useful in that book. Libraries put books on the same 
topic together on the same shelves to increase spatial locality. We’ll see how 
memory hierarchies use spatial locality a little later in this chapter.

temporal locality !e 
locality principle stating 
that if a data location is 
referenced then it will 
tend to be referenced 
again soon.

spatial locality !e 
locality principle stating 
that if a data location is 
referenced, data locations 
with nearby addresses will 
tend to be referenced soon.
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Just as accesses to books on the desk naturally exhibit locality, locality in 
programs arises from simple and natural program structures. For example, most 
programs contain loops, so instructions and data are likely to be access repeatedly, 
showing large temporal locality. Since instructions are normally accessed 
sequentially, programs also show high spatial locality. Access to data also exhibits a 
natural spatial locality. For example, sequential access to elements of an array or a 
record will naturally have high degrees of spatial locality.

We take advantage of the principle of locality by implementing the memory 
of a computer as a memory hierarchy. A memory hierarchy consists of multiple 
levels of memory with di#erent speeds and sizes. !e faster memories are more 
expensive per bit than the slower memories and thus are smaller.

Figure 5.1 shows the faster memory is close to the processor and the slower, 
less expensive memory is below it. !e goal is to present the user with as much 
memory as is available in the cheapest technology, while providing access at the 
speed o#ered by the fastest memory.

!e data are similarly hierarchical: a level closer to the processor is generally a 
subset of any level further away, and all the data are stored at the lowest level. By 
analogy, the books on your desk form a subset of the library you are working in, 
which is in turn a subset of all the libraries on campus. Furthermore, as we move 
away from the processor, the levels take progressively longer to access, just as we 
might encounter in a hierarchy of campus libraries.

A memory hierarchy can consist of multiple levels, but data are copied between 
only two adjacent levels at a time, so we can focus our attention on just two levels. 

memory hierarchy  
A structure that uses 
multiple levels of 
memories; as the distance 
from the processor 
increases, the size of the 
memories and the access 
time both increase while 
the cost pert bit decreases.

Speed

Fastest

Slowest

Smallest

Biggest

Size Cost ($/bit)
Current

technology

Highest

Lowest

SRAM

DRAM

Magnetic disk
or Flash memory

Processor

Memory

Memory

Memory

FIGURE 5.1 The basic structure of a memory hierarchy. By implementing the memory system as 
a hierarchy, the user has the illusion of a memory that is as large as the largest level of the hierarchy, but can 
be accessed as if it were all built from the fastest memory. Flash memory has replaced disks in many personal 
mobile devices, and may lead to a new level in the storage hierarchy for desktop and server computers; see 
Section 5.2.
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!e upper level—the one closer to the processor—is smaller and faster than the 
lower level, since the upper level uses technology that is more expensive. Figure 
5.2 shows that the minimum unit of information that can be either present or not 
present in the two-level hierarchy is called a block or a line; in our library analogy, 
a block of information is one book.

If the data requested by the processor appear in some block in the upper level, 
this is called a hit (analogous to your "nding the information in one of the books on 
your desk). If the data are not found in the upper level, the request is called a miss. 
!e lower level in the hierarchy is then accessed to retrieve the block containing the 
requested data. (Continuing our analogy, you go from your desk to the shelves to 
"nd the desired book.) !e hit rate, or hit ratio, is the fraction of memory accesses 
found in the upper level; it is o$en used as a measure of the performance of the 
memory hierarchy. !e miss rate (1−hit rate) is the fraction of memory accesses 
not found in the upper level.

Since performance is the major reason for having a memory hierarchy, the time 
to service hits and misses is important. Hit time is the time to access the upper level 
of the memory hierarchy, which includes the time needed to determine whether 
the access is a hit or a miss (that is, the time needed to look through the books  
on the desk). !e miss penalty is the time to replace a block in the upper level with 
the corresponding block from the lower level, plus the time to deliver this block  
to the processor (or the time to get another book from the shelves and place it on the  
desk). Because the upper level is smaller and built using faster memory parts,  
the hit time will be much smaller than the time to access the next level in the 
hierarchy, which is the major component of the miss penalty. (!e time to examine 
the books on the desk is much smaller than the time to get a new book from the 
shelves.)

block (or line) !e 
minimum unit of 
information that can 
be either present or not 
present in a cache.

hit rate !e fraction of 
memory accesses found 
in a level of the memory 
hierarchy.

miss rate !e fraction 
of memory accesses not 
found in a level of the 
memory hierarchy.

hit time !e time 
required to access a level 
of the memory hierarchy, 
including the time needed 
to determine whether the 
access is a hit or a miss.

miss penalty !e time 
required to fetch a block 
into a level of the memory 
hierarchy from the lower 
level, including the time 
to access the block, 
transmit it from one  
level to the other, insert 
it in the level that 
experienced the miss,  
and then pass the block  
to the requestor.

Processor

Data are transferred

FIGURE 5.2 Every pair of levels in the memory hierarchy can be thought of as having an 
upper and lower level. Within each level, the unit of information that is present or not is called a block or 
a line. Usually we transfer an entire block when we copy something between levels.
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As we will see in this chapter, the concepts used to build memory systems a#ect 
many other aspects of a computer, including how the operating system manages 
memory and I/O, how compilers generate code, and even how applications use 
the computer. Of course, because all programs spend much of their time accessing 
memory, the memory system is necessarily a major factor in determining 
performance. !e reliance on memory hierarchies to achieve performance has 
meant that programmers, who are trained to think of memory as a %at, random 
access storage device, need to understand that memory is a hierarchy to get good 
performance. We show how important this understanding is in later examples, 
such as Figure 5.18 on page 422, and Section 5.14, which shows how to double 
matrix multiply performance.

Since memory systems are critical to performance, computer designers devote 
a great deal of attention to these systems and develop sophisticated mechanisms for 
improving the performance of the memory system. In this chapter, we discuss the 
major conceptual ideas, although we use many simpli"cations and abstractions to keep 
the material manageable in length and complexity.

Which of the following statements are generally true?

1. Memory hierarchies take advantage of temporal locality.
2. On a read, the value returned depends on which blocks are in the cache.
3. Most of the cost of the memory hierarchy is at the highest level.
4. Most of the capacity of the memory hierarchy is at the lowest level.

Programs exhibit both temporal locality, the tendency to reuse recently 
accessed data items, and spatial locality, the tendency to reference data 
items that are close to other recently accessed items. Memory hierarchies 
take advantage of temporal locality by keeping more recently accessed 
data items closer to the processor. Memory hierarchies take advantage of 
spatial locality by moving blocks consisting of multiple contiguous words 
in memory to upper levels of the hierarchy.

Figure 5.3 shows that a memory hierarchy uses smaller and faster 
memory technologies close to the processor. !us, accesses that hit in the 
highest level of the hierarchy can be processed quickly. Accesses that miss 
go to lower levels of the hierarchy, which are larger but slower. If the hit 
rate is high enough, the memory hierarchy has an e#ective access time 
close to that of the highest (and fastest) level and a size equal to that of the 
lowest (and largest) level.

In most systems, the memory is a true hierarchy, meaning that data 
cannot be present in level i unless they are also present in level i + 1.

The BIG 
Picture

Check  
Yourself
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 5.2 Memory Technologies

!ere are four primary technologies used today in memory hierarchies. Main 
memory is implemented from DRAM (dynamic random access memory), while 
levels closer to the processor (caches) use SRAM (static random access memory). 
DRAM is less costly per bit than SRAM, although it is substantially slower. 
!e price di#erence arises because DRAM uses signi"cantly less area per bit of 
memory, and DRAMs thus have larger capacity for the same amount of silicon; the 
speed di#erence arises from several factors described in Section A.9 of Appendix A. 
!e third technology is %ash memory. !is nonvolatile memory is the secondary 
memory in Personal Mobile Devices. !e fourth technology, used to implement 
the largest and slowest level in the hierarchy in servers, is magnetic disk. !e access 
time and price per bit vary widely among these technologies, as the table below 
shows, using typical values for 2020.

Memory technology Typical access time $ per GiB in 2020

SRAM semiconductor memory 0.5–2.5 ns $500–$1000
DRAM semiconductor memory 50–70 ns $3–$6
Flash semiconductor memory 5,000–50,000 ns $0.06–$0.12

Magnetic disk 5,000,000–20,000,000 ns $0.01–$0.02

We describe each memory technology in the remainder of this section.

CPU

Level 1

Level 2

Level n

Increasing distance
from the CPU in

access time
Levels in the

memory hierarchy

Size of the memory at each level

FIGURE 5.3 This diagram shows the structure of a memory hierarchy: as the distance 
from the processor increases, so does the size. !is structure, with the appropriate operating 
mechanisms, allows the processor to have an access time that is determined primarily by level 1 of the 
hierarchy and yet have a memory as large as level n. Maintaining this illusion is the subject of this chapter. 
Although local storage is normally the bottom of the hierarchy, some systems use tape or a "le server over a 
local area network as the next levels of the hierarchy.
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SRAM Technology
SRAMs are simply integrated circuits that are memory arrays with (usually) 
a single access port that can provide either a read or a write. SRAMs have a  
fixed access time to any datum, though the read and write access times may 
differ.

SRAMs don’t need to refresh and so the access time is very close to the cycle time 
is the time between memory accesses. SRAMs typically use six to eight transistors 
per bit to prevent the information from being disturbed when read. SRAM needs 
only minimal power to retain the charge in standby mode.

In the past, most PCs and server systems used separate SRAM chips for either 
their primary, secondary, or even tertiary caches. Today, thanks to Moore’s Law, 
all levels of caches are integrated onto the processor chip, so the market for 
independent SRAM chips has nearly evaporated.

DRAM Technology
In a SRAM, as long as power is applied, the value can be kept inde"nitely. In a 
dynamic RAM (DRAM), the value kept in a cell is stored as a charge in a capacitor. 
A single transistor is then used to access this stored charge, either to read the value 
or to overwrite the charge stored there. Because DRAMs use only one transistor per 
bit of storage, they are much denser and cheaper per bit than SRAM. As DRAMs 
store the charge on a capacitor, it cannot be kept inde"nitely and must periodically 
be refreshed. Impersistence is why this memory structure is called dynamic, in 
contrast to the static storage in an SRAM cell.

To refresh the cell, we merely read its contents and write it back. !e charge 
can be kept for several milliseconds. If every bit had to be read out of the DRAM 
and then written back individually, we would constantly be refreshing the DRAM, 
leaving no time for accessing it. Fortunately, DRAMs use a two-level decoding 
structure, and this allows us to refresh an entire row (which shares a word line) 
with a read cycle followed immediately by a write cycle.

Figure 5.4 shows the internal organization of a DRAM, and Figure 5.5 shows 
how the density, cost, and access time of DRAMs have changed over the years.

!e row organization that helps with refresh also helps with performance. To 
improve performance, DRAMs bu#er rows for repeated access. !e bu#er acts 
like an SRAM; by changing the address, random bits can be accessed in the bu#er 
until the next row access. !is capability improves the access time signi"cantly, 
since the access time to bits in the row is much faster. Making the chip wider also 
improves the memory bandwidth of the chip. When the row is in the bu#er, it 
can be transferred by successive addresses at whatever the width of the DRAM is 
(typically 4, 8, or 16 bits), or by specifying a block transfer and the starting address 
within the bu#er.

To improve the interface to processors further, DRAMs added clocks and are 
properly called synchronous DRAMs or SDRAMs. !e advantage of SDRAMs 
is that the use of a clock eliminates the time for the memory and processor to 
synchronize. !e speed advantage of synchronous DRAMs comes from the ability 
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to transfer the bits in the burst without having to specify additional address bits. 
Instead, the clock transfers the successive bits in a burst. It is called Double Data 
Rate (DDR) SDRAM. !e name means data transfers on both the rising and falling 
edge of the clock, thereby getting twice as much bandwidth as you might expect 
based on the clock rate and the data width. !e latest version of this technology 

Column

Rd/Wr

Pre

Act

Row

Bank

FIGURE 5.4 Internal organization of a DRAM. Modern DRAMs are organized in banks, typically 
four for DDR4. Each bank consists of a series of rows. Sending a PRE (precharge) command opens or closes a 
bank. A row address is sent with an Act (activate), which causes the row to transfer to a bu#er. When the row 
is in the bu#er, it can be transferred by successive column addresses at whatever the width of the DRAM is 
(typically 4, 8, or 16 bits in DDR4 or by specifying a block transfer and the starting address. Each command, 
as well as block transfers, is synchronized with a clock.

Year
introduced Chip size $ per GiB

Total access
time to a new
row/column

1980 64 Kibibit $6,480,000 250 ns
1983 256 Kibibit $1,980,000 185 ns
1985 1 Mebibit $720,000 135 ns
1989 4 Mebibit $128,000 110 ns
1992 16 Mebibit $30,000 90 ns
1996 64 Mebibit $9,000 60 ns
1998 128 Mebibit $900 60 ns
2000 256 Mebibit $840 55 ns
2004 512 Mebibit $150 50 ns
2007 1 Gibibit $40 45 ns
2010 2 Gibibit $13 40 ns
2012 4 Gibibit $5 35 ns

Average column
access time to
existing row

150 ns
100 ns
40 ns
40 ns
30 ns
12 ns
10 ns
7 ns
5 ns

1.25 ns
1 ns

0.8 ns
2015 8 Gibibit $7 30 ns
2018 16 Gibibit $6 25 ns

0.6 ns
0.4 ns

FIGURE 5.5 DRAM size increased by multiples of four approximately once every 3 years 
until 1996, and thereafter considerably slower. !e improvements in access time have been slower 
but continuous, and cost roughly tracks density improvements, although cost is o$en a#ected by other issues, 
such as availability and demand. !e cost per gibibyte is not adjusted for in%ation. Price source is https://
jcmit.net/memoryprice.htm.
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is called DDR4. A DDR4-3200 DRAM can do 3,200 million transfers per second, 
which means it has a 1600-MHz clock.

Sustaining that much bandwidth requires clever organization inside the DRAM. 
Instead of just one faster row bu#er, the DRAM can be internally organized to 
read or write from multiple banks, with each having its own row bu#er. Sending 
an address to several banks permits them all to read or write simultaneously. For 
example, with four banks, there is just one access time and then accesses rotate 
between the four banks to supply four times the bandwidth. !is rotating access 
scheme is called address interleaving.

Although personal mobile devices like the iPad (see Chapter 1) use individual 
DRAMs, memory for servers is commonly sold on small boards called dual 
inline memory modules (DIMMs). DIMMs typically contain 4–16 DRAMs, and 
they are normally organized to be 8 bytes wide for server systems. A DIMM 
using DDR4-3200 SDRAMs could transfer at 8 × 3200 = 25,600 megabytes 
per second. Such DIMMs are named a$er their bandwidth: PC25600. Since a 
DIMM can have so many DRAM chips that only a portion of them are used for 
a particular transfer, we need a term to refer to the subset of chips in a DIMM 
that share common address lines. To avoid confusion with the internal DRAM 
names of row and banks, we use the term memory rank for such a subset of chips 
in a DIMM.

Elaboration: One way to measure the performance of the memory system behind the 
caches is the Stream benchmark [McCalpin, 1995]. It measures the performance of 
long vector operations. They have no temporal locality and they access arrays that are 
larger than the cache of the computer being tested.

Flash Memory
Flash memory is a type of electrically erasable programmable read-only memory 
(EEPROM).

Unlike disks and DRAM, but like other EEPROM technologies, writes can 
wear out %ash memory bits. To cope with such limits, most %ash products include 
a controller to spread the writes by remapping blocks that have been written many 
times to less trodden blocks. !is technique is called wear leveling. With wear 
leveling, personal mobile devices are very unlikely to exceed the write limits in 
the %ash. Such wear leveling lowers the potential performance of %ash, but it is 
needed unless higher-level so$ware monitors block wear. Flash controllers that 
perform wear leveling can also improve yield by mapping out memory cells that 
were manufactured incorrectly.

Disk Memory
As Figure 5.6 shows, a magnetic hard disk consists of a collection of platters, which 
rotate on a spindle at 5400 to 15,000 revolutions per minute. !e metal platters are 
covered with magnetic recording material on both sides, similar to the material 
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found on a cassette or videotape. To read and write information on a hard disk, a 
movable arm containing a small electromagnetic coil called a read-write head is 
located just above each surface. !e entire drive is permanently sealed to control 
the environment inside the drive, which, in turn, allows the disk heads to be much 
closer to the drive surface.

Each disk surface is divided into concentric circles, called tracks. !ere are 
typically tens of thousands of tracks per surface. Each track is in turn divided into 
sectors that contain the information; each track may have thousands of sectors. 
Sectors are typically 512 to 4096 bytes in size. !e sequence recorded on the 
magnetic media is a sector number, a gap, the information for that sector including 
error correction code (see Section 5.5), a gap, the sector number of the next sector, 
and so on.

!e disk heads for each surface are connected together and move in conjunction, 
so that every head is over the same track of every surface. !e term cylinder is used 
to refer to all the tracks under the heads at a given point on all surfaces.

sector One of the 
segments that make up a 
track on a magnetic disk; 
a sector is the smallest 
amount of information 
that is read or written on 
a disk.

FIGURE 5.6 A disk showing 10 disk platters and the read/write heads. !e diameter of 
today’s disks is 2.5 or 3.5 inches, and there are typically one or two platters per drive today.

track One of thousands 
of concentric circles that 
make up the surface of a 
magnetic disk.
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To access data, the operating system must direct the disk through a three-stage 
process. !e "rst step is to position the head over the proper track. !is operation 
is called a seek, and the time to move the head to the desired track is called the seek 
time.

Disk manufacturers report minimum seek time, maximum seek time, and 
average seek time in their manuals. !e "rst two are easy to measure, but the average 
is open to wide interpretation because it depends on the seek distance. !e industry 
calculates average seek time as the sum of the time for all possible seeks divided 
by the number of possible seeks. Average seek times are usually advertised as 3 ms 
to 13 ms, but, depending on the application and scheduling of disk requests, the 
actual average seek time may be only 25% to 33% of the advertised number because 
of the locality of disk references. !is locality arises both because of successive 
accesses to the same "le and because the operating system tries to schedule such 
accesses together.

Once the head has reached the correct track, we must wait for the desired sector 
to rotate under the read/write head. !is time is called the rotational latency or 
rotational delay. !e average latency to the desired information is halfway around 
the disk. Disks rotate at 5400 RPM to 15,000 RPM. !e average rotational latency 
at 5400 RPM is

Average rotational latency  rotation
 RPM

 rotati0 5
5400

0 5 oon

 RPM/ seconds
minute

 seconds ms

5400 60

0 0056 5 6. .

⎛
⎝⎜⎜⎜

⎞
⎠⎟⎟⎟

. .=

=

=

=

!e last component of a disk access, transfer time, is the time to transfer a block 
of bits. !e transfer time is a function of the sector size, the rotation speed, and the 
recording density of a track. Transfer rates in 2020 were between 150 and 250 MB/
sec.

One complication is that most disk controllers have a built-in cache that stores 
sectors as they are passed over; transfer rates from the cache are typically higher, 
and were up to 1500 MB/sec (12 Gbit/sec) in 2020.

Alas, where blocks are located is no longer intuitive. !e assumptions of the 
sector-track-cylinder model above are that nearby blocks are on the same track, 
blocks in the same cylinder take less time to access since there is no seek time, 
and some tracks are closer than others. !e reason for the change was the raising 
of the level of the disk interfaces. To speed-up sequential transfers, these higher-
level interfaces organize disks more like tapes than like random access devices. 
!e logical blocks are ordered in serpentine fashion across a single surface, trying 
to capture all the sectors that are recorded at the same bit density to try to get 
best performance. Hence, blocks with sequential addresses may be on di#erent 
tracks.

seek !e process of 
positioning a read/write 
head over the proper 
track on a disk.

rotational latency Also 
called rotational delay. 
!e time required for 
the desired sector of a 
disk to rotate under the 
read/write head; usually 
assumed to be half the 
rotation time.
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In summary, the two primary di#erences between magnetic disks and 
semiconductor memory technologies are that disks have a slower access time 
because they are mechanical devices—%ash latency is 1000 times as fast and DRAM 
is 100,000 times as fast—yet they are cheaper per bit because they have very high 
storage capacity at a modest cost—disks are 6 to 300 times cheaper. Magnetic 
disks are nonvolatile like %ash, but unlike %ash there is no write wear-out problem. 
However, %ash is much more rugged and hence a better match to the jostling inherent 
in personal mobile devices.

 5.3 The Basics of Caches

In our library example, the desk acted as a cache—a safe place to store things 
(books) that we needed to examine. Cache was the name chosen to represent the 
level of the memory hierarchy between the processor and main memory in the "rst 
commercial computer to have this extra level. !e memories in the datapath in 
Chapter 4 are simply replaced by caches. Today, although this remains the dominant 
use of the word cache, the term is also used to refer to any storage managed to take 
advantage of locality of access. Caches "rst appeared in research computers in the 
early 1960s and in production computers later in that same decade; every general-
purpose computer built now from servers to low-power embedded processors, 
includes caches.

In this section, we begin by looking at a very simple cache in which the processor 
requests are each one word, and the blocks also consist of a single word. (Readers 
already familiar with cache basics may want to skip to Section 5.4.) Figure 5.7 
shows such a simple cache, before and a$er requesting a data item that is not 
initially in the cache. Before the request, the cache contains a collection of recent 
references X1, X2, …, Xn−1, and the processor requests a word Xn that is not in the 
cache. !is request results in a miss, and the word Xn is brought from memory into 
the cache.

In looking at the scenario in Figure 5.7, there are two questions to answer: 
How do we know if a data item is in the cache? Moreover, if it is, how do 
we find it? The answers are related. If each word can go in exactly one place 
in the cache, then it is straightforward to find the word if it is in the cache. 
The simplest way to assign a location in the cache for each word in memory 
is to assign the cache location based on the address of the word in memory. 
This cache structure is called direct mapped, since each memory location is 
mapped directly to exactly one location in the cache. The typical mapping 
between addresses and cache locations for a direct-mapped cache is usually 
simple. For example, almost all direct-mapped caches use this mapping to find 
a block:

Cache: a safe place 
for hiding or storing 
things.
Webster’s New World 
Dictionary of the 
American Language, 
!ird College Edition, 
1988

direct-mapped cache  
A cache structure in 
which each memory 
location is mapped to 
exactly one location in the 
cache.



 5.3 The Basics of Caches 399

X4

X1

Xn – 2

Xn – 1

X2

X3

a. Before the reference to Xn

X4

X1

Xn – 2

Xn – 1

X2

X3

b. After the reference to Xn

Xn

FIGURE 5.7 The cache just before and just after a reference to a word Xn that is not 
initially in the cache. !is reference causes a miss that forces the cache to fetch Xn from memory and 
insert it into the cache.

( )Block address modulo (Number of blocks in the cache) 

If the number of entries in the cache is a power of 2, then modulo can be computed 
simply by using the low-order log2 (cache size in blocks) bits of the address. !us, an 
8-block cache uses the three lowest bits (8 = 23) of the block address. For example, 
Figure 5.8 shows how the memory addresses between 1ten (00001two) and 29ten (11101two) 
map to locations 1ten (001two) and 5ten (101two) in a direct-mapped cache of eight words.

Because each cache location can contain the contents of a number of di#erent 
memory locations, how do we know whether the data in the cache corresponds 
to a requested word? !at is, how do we know whether a requested word is in the 
cache or not? We answer this question by adding a set of tags to the cache. !e tags 
contain the address information required to identify whether a word in the cache 
corresponds to the requested word. !e tag needs just to contain the upper portion 
of the address, corresponding to the bits that are not used as an index into the cache. 
For example, in Figure 5.8 we need only have the upper two of the "ve address 
bits in the tag, since the lower 3-bit index "eld of the address selects the block. 
Architects omit the index bits because they are redundant, since by de"nition, the 
index "eld of any address of a cache block must be that block number.

We also need a way to recognize that a cache block does not have valid 
information. For instance, when a processor starts up, the cache does not have good 
data, and the tag "elds will be meaningless. Even a$er executing many instructions, 
some of the cache entries may still be empty, as in Figure 5.7. !us, we need to 
know that the tag should be ignored for such entries. !e most common method is 
to add a valid bit to indicate whether an entry contains a valid address. If the bit is 
not set, there cannot be a match for this block.

tag A "eld in a table used 
for a memory hierarchy 
that contains the address 
information required 
to identify whether the 
associated block in the 
hierarchy corresponds to 
a requested word.

valid bit A "eld in 
the tables of a memory 
hierarchy that indicates 
that the associated block 
in the hierarchy contains 
valid data.
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For the rest of this section, we will focus on explaining how a cache deals with 
reads. In general, handling reads is a little simpler than handling writes, since reads 
do not have to change the contents of the cache. A$er seeing the basics of how 
reads work and how cache misses can be handled, we’ll examine the cache designs 
for real computers and detail how these caches handle writes.

Caching is perhaps the most important example of the big idea of 
prediction. It relies on the principle of locality to try to "nd the 
desired data in the higher levels of the memory hierarchy, and provides 
mechanisms to ensure that when the prediction is wrong it "nds and 
uses the proper data from the lower levels of the memory hierarchy. !e 
hit rates of the cache prediction on modern computers are o$en above 
95% (see Figure 5.46).

The BIG 
Picture

Cache

Memory
00001 10001

01
0

10
0

10
1

11
1

11
0

00
0

00
1

01
1

00101 01001 01101 10101 11001 11101

FIGURE 5.8 A direct-mapped cache with eight entries showing the addresses of memory 
words between 0 and 31 that map to the same cache locations. Because there are eight words in 
the cache, an address X maps to the direct-mapped cache word X modulo 8. !at is, the low-order log2(8) =  
3 bits are used as the cache index. !us, addresses 00001two, 01001two, 10001two, and 11001two all map to entry 
001two of the cache, while addresses 00101two, 01101two, 10101two, and 11101two all map to entry 101two of  
the cache.
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Accessing a Cache
Below is a sequence of nine memory references to an empty eight-block cache, 
including the action for each reference. Figure 5.9 shows how the contents of the 
cache change on each miss. Since there are eight blocks in the cache, the low-order 
3 bits of an address give the block number:

Decimal address
of reference

Binary address
of reference

Hit or miss
in cache

Assigned cache block
(where found or placed)

22 10110two miss (5.9b) (10110two mod 8) = 110two

26 11010two miss (5.9c) (11010two mod 8) = 010two

22 10110two hit (10110two mod 8) = 110two

26 11010two hit (11010two mod 8) = 010two

16 10000two miss (5.9d) (10000two mod 8) = 000two

3 00011two miss (5.9e) (00011two mod 8) = 011two

16 10000two hit (10000two mod 8) = 000two

18 10010two miss (5.9f) (10010two mod 8) = 010two

16 10000two hit (10000two mod 8) = 000two

Since the cache is empty, several of the "rst references are misses; the caption of 
Figure 5.9 describes the actions for each memory reference. On the eighth reference 
we have con%icting demands for a block. !e word at address 18 (10010two) should 
be brought into cache block 2 (010two). Hence, it must replace the word at address 
26 (11010two), which is already in cache block 2 (010two). !is behavior allows a 
cache to take advantage of temporal locality: recently referenced words replace less 
recently referenced words.

!is situation is directly analogous to needing a book from the shelves and 
having no more space on your desk—some book already on your desk must be 
returned to the shelves. In a direct-mapped cache, there is only one place to put the 
newly requested item and hence just one choice of what to replace.

We know where to look in the cache for each possible address: the low-order bits 
of an address can be used to "nd the unique cache entry to which the address could 
map. Figure 5.10 shows how a referenced address is divided into

■ A tag !eld, which is used to compare with the value of the tag "eld of the 
cache

■ A cache index, which is used to select the block
!e index of a cache block, together with the tag contents of that block, uniquely 
speci"es the memory address of the word contained in the cache block. Because 
the index "eld is used as an address to reference the cache, and because an n-bit 
"eld has 2n values, the total number of entries in a direct-mapped cache must be a 
power of 2. Since words are aligned to multiples of four bytes, the least signi"cant 
two bits of every address specify a byte within a word. Hence, if the words are 
aligned in memory, the least signi"cant two bits can be ignored when selecting a 
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Index V Tag Data Index V Tag Data

000 N 000 N

001 N 001 N

010 N 010 N

011 N 011 N

100 N 100 N

101 N 101 N

110 N 110 Y 10two Memory (10110two)

111 N 111 N

a. The initial state of the cache after power-on b. After handling a miss of address (10110two)

Index V Tag Data Index V Tag Data

000 N 000 Y 10two Memory (10000two)

001 N 001 N

010 Y 11two Memory (11010two) 010 Y 11two Memory (11010two)

011 N 011 N

100 N 100 N

101 N 101 N

110 Y 10two Memory (10110two) 110 Y 10two Memory (10110two)

111 N 111 N

c. After handling a miss of address (11010two) d. After handling a miss of address (10000two)

Index V Tag Data Index V Tag Data

000 Y 10two Memory (10000two) 000 Y 10two Memory (10000two)

001 N 001 N

010 Y 11two Memory (11010two) 010 Y 10two Memory (10010two)

011 Y 00two Memory (00011two) 011 Y 00two Memory (00011two)

100 N 100 N

101 N 101 N

110 Y 10two Memory (10110two) 110 Y 10two Memory (10110two)

111 N 111 N

e. After handling a miss of address (00011two) f. After handling a miss of address (10010two)

FIGURE 5.9 The cache contents are shown after each reference request that misses, with the index and tag !elds 
shown in binary for the sequence of addresses on page 402. !e cache is initially empty, with all valid bits (V entry in cache) 
turned o# (N). !e processor requests the following addresses: 10110two (miss), 11010two (miss), 10110two (hit), 11010two (hit), 10000two (miss), 
00011two (miss), 10000two (hit), 10010two (miss), and 10000two (hit). !e "gures show the cache contents a$er each miss in the sequence has been 
handled. When address 10010two (18) is referenced, the entry for address 11010two (26) must be replaced, and a reference to 11010two will cause 
a subsequent miss. !e tag "eld will contain only the upper portion of the address. !e full address of a word contained in cache block i with 
tag "eld j for this cache is j×8+ i, or equivalently the concatenation of the tag "eld j and the index i. For example, in cache f above, index 010two 
has tag 10two and corresponds to address 10010two.
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word in the block. For this chapter, we’ll assume that data are aligned in memory, 
and discuss how to handle unaligned cache accesses in an Elaboration.

!e total number of bits needed for a cache is a function of the cache size and 
the address size, because the cache includes both the storage for the data and the 
tags. !e size of the block above was one word (4 bytes), but normally it is several. 
For the following situation:

■ 32-bit addresses
■ A direct-mapped cache

Address (showing bit positions)

Data

Hit

Data

Tag

Valid Tag

3220

Index

0

1

2

1023

1022

1021

=

Index

20 10

Byte
offset

31 30 13 12 11 2   1 0

FIGURE 5.10 For this cache, the lower portion of the address is used to select a cache 
entry consisting of a data word and a tag. !is cache holds 1024 words or 4 KiB. Unless noted 
otherwise, we assume 32-bit addresses in this chapter. !e tag from the cache is compared against the upper 
portion of the address to determine whether the entry in the cache corresponds to the requested address. 
Because the cache has 210 (or 1024) words and a block size of one word, 10 bits are used to index the cache, 
leaving 32 − 10 − 2 = 20 bits to be compared against the tag. If the tag and upper 52 bits of the address are 
equal and the valid bit is on, then the request hits in the cache, and the word is supplied to the processor. 
Otherwise, a miss occurs.
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■ !e cache size is 2n blocks, so n bits are used for the index
■ !e block size is 2m words (2m+2 bytes), so m bits are used for the word within 

the block, and two bits are used for the byte part of the address
!e size of the tag "eld is

32 2− + +( ).n m

!e total number of bits in a direct-mapped cache is

2n + + ).(block size tag size size×

Since the block size is 2m words (2m+5 bits), and we need 1 bit for the valid "eld, the 
number of bits in such a cache is

2 2 32 32 2 1 2 2 32 31n m n mn m n m+ − − − + = + − −( ( ) ) ( ).× × × ×

Although this is the actual size in bits, the naming convention is to exclude the size 
of the tag and valid "eld and to count only the size of the data. !us, the cache in 
Figure 5.10 is called a 4 KiB cache even though it actually contains 1.375 KiB of tags 
and valid bits plus 4 KiB of data.

Bits in a Cache

How many total bits are required for a direct-mapped cache with 16 KiB of 
data and four-word blocks, assuming a 64-bit address?

We know that 16 KiB is 4096 (212) words. With a block size of four words (22), 
there are 1024 (210) blocks. Each block has 4 × 32 or 128 bits of data plus a tag, 
which is 64 − 10 − 2 − 2 bits, plus a valid bit. !us, the complete cache size is

2 4 32 64 10 2 2 1 2 179 17910 10+ − − − + = =( ( ) ) Kibibits× × ×

or 22.4 KiB for a 16 KiB cache. For this cache, the total number of bits in the 
cache is about 1.4 times as many as needed just for the storage of the data.

EXAMPLE

ANSWER



 5.3 The Basics of Caches 405

Mapping an Address to a Multiword Cache Block

Consider a cache with 64 blocks and a block size of 16 bytes. To what block 
number does byte address 1200 map?

We saw the formula on page 399. !e block is given by

( )Block address  modulo (Number of  blocks in the cache)

where the address of the block is

Byte address
Bytes per block

Notice that this block address is the block containing all addresses between

Byte address
Bytes per block

Bytes per block
⎣
⎢⎢ ⎦

⎥⎥ ×
and

Byte address
Bytes per block

Bytes per block Bytes per
⎣
⎢⎢⎢ ⎦

⎥⎥⎥ + ( bblock −1)×

!us, with 16 bytes per block, byte address 1200 is block address

1200
16

75
⎣
⎢⎢ ⎦

⎥⎥ =
which maps to cache block number (75 modulo 64) = 11. In fact, this block 
maps all addresses between 1200 and 1215.

Larger blocks exploit spatial locality to lower miss rates. As Figure 5.11 shows, 
increasing the block size usually decreases the miss rate. !e miss rate may go up 
eventually if the block size becomes a signi"cant fraction of the cache size, because 
the number of blocks that can be held in the cache will become small, and there will 
be a great deal of competition for those blocks. As a result, a block will be bumped 
out of the cache before many of its words are accessed. Stated alternatively, spatial 
locality among the words in a block decreases with a very large block; consequently, 
the bene"ts to the miss rate become smaller.

EXAMPLE

ANSWER
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A more serious problem associated with just increasing the block size is that the 
cost of a miss rises. !e miss penalty is determined by the time required to fetch 
the block from the next lower level of the hierarchy and load it into the cache. !e 
time to fetch the block has two parts: the latency to the "rst word and the transfer 
time for the rest of the block. Clearly, unless we change the memory system, the 
transfer time—and hence the miss penalty—will likely increase as the block size 
expands. Furthermore, the improvement in the miss rate starts to decrease as the 
blocks become larger. !e result is that the increase in the miss penalty overwhelms 
the decrease in the miss rate for blocks that are too large, and cache performance 
thus decreases. Of course, if we design the memory to transfer larger blocks more 
e'ciently, we can increase the block size and obtain further improvements in cache 
performance. We discuss this topic in the next section.

Elaboration: Although it is hard to do anything about the longer latency component 
of the miss penalty for large blocks, we may be able to hide some of the transfer time 
so that the miss penalty is effectively smaller. The easiest method for doing this, called 
early restart, is simply to resume execution as soon as the requested word of the block 
is returned, rather than wait for the entire block. Many processors use this technique 
for instruction access, where it works best. Instruction accesses are largely sequential, 
so if the memory system can deliver a word every clock cycle, the processor may be 
able to restart operation when the requested word is returned, with the memory system 
delivering new instruction words just in time. This technique is usually less effective for 
data caches because it is likely that the words will be requested from the block in a 
less predictable way, and the probability that the processor will need another word from 
a different cache block before the transfer completes is high. If the processor cannot 
access the data cache because a transfer is ongoing, then it must stall.

4K

16

10%

16K

64K

256K

5%

0%
32 64 128 256

Miss
rate

Block size

FIGURE 5.11 Miss rate versus block size. Note that the miss rate actually goes up if the block size 
is too large relative to the cache size. Each line represents a cache of di#erent size. (!is "gure is independent 
of associativity, discussed soon.)



 5.3 The Basics of Caches 407

An even more sophisticated scheme is to organize the memory so that the requested 
word is transferred from the memory to the cache !rst. The remainder of the block 
is then transferred, starting with the address after the requested word and wrapping 
around to the beginning of the block. This technique, called requested word first or 
critical word first, can be slightly faster than early restart, but it is limited by the same 
properties that restrain early restart.

Handling Cache Misses
Before we look at the cache of a real system, let’s see how the control unit deals with 
cache misses. (We describe a cache controller in detail in Section 5.9.) !e control 
unit must detect a miss and process the miss by fetching the requested data from 
memory (or, as we shall see, a lower-level cache). If the cache reports a hit, the 
computer continues using the data as if nothing happened.

Modifying the control of a processor to handle a hit is trivial; misses, however, 
require some extra work. !e cache miss handling is done in collaboration with 
the processor control unit and with a separate controller that initiates the memory 
access and re"lls the cache. !e processing of a cache miss creates a pipeline stall 
(Chapter 4) in contrast to an exception or interrupt, which would require saving the 
state of all registers. For a cache miss, we can stall the entire processor, essentially 
freezing the contents of the temporary and programmer-visible registers, while we 
wait for memory. More sophisticated out-of-order processors can allow execution 
of instructions while waiting for a cache miss, but we’ll assume in-order processors 
that stall on cache misses in this section.

Let’s look a little more closely at how instruction misses are handled; the same 
approach can be easily extended to handle data misses. If an instruction access 
results in a miss, then the content of the Instruction register is invalid. To get the 
proper instruction into the cache, we must be able to tell the lower level in the 
memory hierarchy to perform a read. Since the program counter is incremented 
in the "rst clock cycle of execution, the address of the instruction that generates 
an instruction cache miss is equal to the value of the program counter minus 4.  
Once we have the address, we need to instruct the main memory to perform 
a read. We wait for the memory to respond (since the access will take multiple 
clock cycles), and then write the words containing the desired instruction into  
the cache.

We can now de"ne the steps to be taken on an instruction cache miss:
1. Send the original PC value to the memory.
2. Instruct main memory to perform a read and wait for the memory to 

complete its access.
3. Write the cache entry, putting the data from memory in the data portion of 

the entry, writing the upper bits of the address (from the ALU) into the tag 
"eld, and turning the valid bit on if it was not on already.

4. Restart the instruction execution at the "rst step, which will refetch the 
instruction, this time "nding it in the cache.

cache miss A request for 
data from the cache that 
cannot be "lled because 
the data are not present in 
the cache.
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!e control of the cache on a data access is essentially identical: on a miss, we 
simply stall the processor until the memory responds with the data.

Handling Writes
Writes work somewhat di#erently. Suppose on a store instruction, we wrote the 
data into only the data cache (without changing main memory); then, a$er the 
write into the cache, memory would have a di#erent value from that in the cache. 
In such a case, the cache and memory are said to be inconsistent. !e simplest way 
to keep the main memory and the cache consistent is always to write the data into 
both the memory and the cache. !is scheme is called write-through.

!e other key aspect of writes is what occurs on a write miss. We "rst fetch the 
words of the block from memory. A$er the block is fetched and placed into the 
cache, we can overwrite the word that caused the miss into the cache block. We also 
write the word to main memory using the full address.

Although this design handles writes very simply, it would not provide good 
performance. With a write-through scheme, every write causes the data to be 
written to main memory. !ese writes will take a long time, likely at least 100 
processor clock cycles, and could slow down the processor considerably. For 
example, suppose 10% of the instructions are stores. If the CPI without cache 
misses was 1.0, spending 100 extra cycles on every write would lead to a CPI of  
1.0 + 100 × 10% = 11, reducing performance by more than a factor of 10.

One solution to this problem is to use a write bu!er. A write bu#er stores the 
data while they are waiting to be written to memory. A$er writing the data into the 
cache and into the write bu#er, the processor can continue execution. When a write 
to main memory completes, the entry in the write bu#er is freed. If the write bu#er 
is full when the processor reaches a write, the processor must stall until there is an 
empty position in the write bu#er. Of course, if the rate at which the memory can 
complete writes is less than the rate at which the processor is generating writes, no 
amount of bu#ering can help, because writes are being generated faster than the 
memory system can accept them.

!e rate at which writes are generated may also be less than the rate at which the 
memory can accept them, and yet stalls may still occur. !is can happen when the 
writes occur in bursts. To reduce the occurrence of such stalls, processors usually 
increase the depth of the write bu#er beyond a single entry.

!e alternative to a write-through scheme is a scheme called write-back. In a 
write-back scheme, when a write occurs, the new value is written only to the block 
in the cache. !e modi"ed block is written to the lower level of the hierarchy when 
it is replaced. Write-back schemes can improve performance, especially when 
processors can generate writes as fast or faster than the writes can be handled by 
main memory; a write-back scheme is, however, more complex to implement than 
write-through.

In the rest of this section, we describe caches from real processors, and we 
examine how they handle both reads and writes. In Section 5.8, we will describe 
the handling of writes in more detail.

write-through  
A scheme in which writes 
always update both the 
cache and the next lower 
level of the memory 
hierarchy, ensuring that 
data are always consistent 
between the two.

write bu!er A queue 
that holds data while the 
data are waiting to be 
written to memory.

write-back A scheme 
that handles writes by 
updating values only to 
the block in the cache, 
then writing the modi"ed 
block to the lower level 
of the hierarchy when the 
block is replaced.
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Elaboration: Writes introduce several complications into caches that are not present 
for reads. Here we discuss two of them: the policy on write misses and ef!cient 
implementation of writes in write-back caches.

Consider a miss in a write-through cache. The most common strategy is to allocate 
a block in the cache, called write allocate. The block is fetched from memory and then  
the appropriate portion of the block is overwritten. An alternative strategy is to update the  
portion of the block in memory but not put it in the cache, called no write allocate.  
The motivation is that sometimes programs write entire blocks of data, such as when the  
operating system zeros a page of memory. In such cases, the fetch associated with  
the initial write miss may be unnecessary. Some computers allow the write allocation 
policy to be changed on a per-page basis.

Actually implementing stores ef!ciently in a cache that uses a write-back strategy is 
more complex than in a write-through cache. A write-through cache can write the data 
into the cache and read the tag; if the tag mismatches, then a miss occurs. Because the 
cache is write-through, the overwriting of the block in the cache is not catastrophic, since 
memory has the correct value. In a write-back cache, we must !rst write the block back 
to memory if the data in the cache are modi!ed and we have a cache miss. If we simply 
overwrote the block on a store instruction before we knew whether the store had hit in 
the cache (as we could for a write-through cache), we would destroy the contents of the 
block, which is not backed up in the next lower level of the memory hierarchy.

In a write-back cache, because we cannot overwrite the block, stores either require 
two cycles (a cycle to check for a hit followed by a cycle to actually perform the write) or 
require a write buffer to hold that data—effectively allowing the store to take only one 
cycle by pipelining it. When a store buffer is used, the processor does the cache lookup 
and places the data in the store buffer during the normal cache access cycle. Assuming 
a cache hit, the new data are written from the store buffer into the cache on the next 
unused cache access cycle.

By comparison, in a write-through cache, writes can always be done in one cycle. 
We read the tag and write the data portion of the selected block. If the tag matches 
the address of the block being written, the processor can continue normally, since the 
correct block has been updated. If the tag does not match, the processor generates a 
write miss to fetch the rest of the block corresponding to that address.

Many write-back caches also include write buffers that are used to reduce the miss 
penalty when a miss replaces a modi!ed block. In such a case, the modi!ed block is 
moved to a write-back buffer associated with the cache while the requested block is read 
from memory. The write-back buffer is later written back to memory. Assuming another 
miss does not occur immediately, this technique halves the miss penalty when a dirty 
block must be replaced.

An Example Cache: The Intrinsity FastMATH Processor
!e Intrinsity FastMATH is an embedded microprocessor that uses the MIPS 
architecture and a simple cache implementation. Near the end of the chapter, we 
will examine the more complex cache designs of ARM and Intel microprocessors, 
but we start with this simple, yet real, example for pedagogical reasons. Figure 5.12 
shows the organization of the Intrinsity FastMATH data cache.
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!is processor has a 12-stage pipeline. When operating at peak speed, the 
processor can request both an instruction word and a data word on every clock. To 
satisfy the demands of the pipeline without stalling, separate instruction and data 
caches are used. Each cache is 16 KiB, or 4096 words, with 16-word blocks.

Read requests for the cache are straightforward. Because there are separate 
data and instruction caches, we need separate control signals to read and write 
each cache. (Remember that we need to update the instruction cache when a miss 
occurs.) !us, the steps for a read request to either cache are as follows:

1. Send the address to the appropriate cache. !e address comes either from 
the PC (for an instruction) or from the ALU (for data).

2. If the cache signals hit, the requested word is available on the data lines. 
Since there are 16 words in the desired block, we need to select the right one. 
A block index "eld is used to control the multiplexor (shown at the bottom 
of the "gure), which selects the requested word from the 16 words in the 
indexed block.

Address (showing bit positions)

DataHit

Data

Tag

V Tag

32

18

=

Index

18 8 Byte
offset

31 14 13 2 1 06 5

4

Block offset

256
entries

512 bits18 bits

Mux

3232 32

FIGURE 5.12 The 16 KiB caches in the Intrinsity FastMATH each contain 256 blocks with 16 words per block. Note that 
the address size for this computer is just 32 bits. !e tag "eld is 18 bits wide and the index "eld is 8 bits wide, while a 4-bit "eld (bits 5–2) is 
used to index the block and select the word from the block using a 16-to-1 multiplexor. In practice, to eliminate the multiplexor, caches use a 
separate large RAM for the data and a smaller RAM for the tags, with the block o#set supplying the extra address bits for the large data RAM. 
In this case, the large RAM is 32 bits wide and must have 16 times as many words as blocks in the cache.
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3. If the cache signals miss, we send the address to the main memory. When 
the memory returns with the data, we write it into the cache and then read it 
to ful"ll the request.

For writes, the Intrinsity FastMATH o#ers both write-through and write-back, 
leaving it up to the operating system to decide which strategy to use for an 
application. It has a one-entry write bu#er.

What cache miss rates are attained with a cache structure like that used by the 
Intrinsity FastMATH? Figure 5.13 shows the miss rates for the instruction and 
data caches. !e combined miss rate is the e#ective miss rate per reference for 
each program a$er accounting for the di#ering frequency of instruction and data 
accesses.

Although miss rate is an important characteristic of cache designs, the ultimate 
measure will be the e#ect of the memory system on program execution time; we’ll 
see how miss rate and execution time are related shortly.

Elaboration: A combined cache with a total size equal to the sum of the two split 
caches will usually have a better hit rate. This higher rate occurs because the combined 
cache does not rigidly divide the number of entries that may be used by instructions 
from those that may be used by data. Nonetheless, almost all processors today use 
split instruction and data caches to increase cache bandwidth to match what modern 
pipelines expect. (There may also be fewer con"ict misses; see Section 5.8.)

Here are miss rates for caches the size of those found in the Intrinsity FastMATH 
processor, and for a combined cache whose size is equal to the sum of the two caches:

■ Total cache size: 32 KiB
■ Split cache effective miss rate: 3.24%
■ Combined cache miss rate: 3.18%

The miss rate of the split cache is only slightly worse.
The advantage of doubling the cache bandwidth, by supporting both an instruction 

and data access simultaneously, easily overcomes the disadvantage of a slightly 
increased miss rate. This observation cautions us that we cannot use miss rate as the 
sole measure of cache performance, as Section 5.4 shows.

Summary
We began the previous section by examining the simplest of caches: a direct-mapped 
cache with a one-word block. In such a cache, both hits and misses are simple, since 
a word can go in exactly one location and there is a separate tag for every word. To 

split cache A scheme 
in which a level of the 
memory hierarchy 
is composed of two 
independent caches that 
operate in parallel with 
each other, with one 
handling instructions and 
one handling data.

Instruction miss rate Data miss rate Effective combined miss rate

0.4% 11.4% 3.2%

FIGURE 5.13 Approximate instruction and data miss rates for the Intrinsity FastMATH 
processor for SPEC CPU2000 benchmarks. !e combined miss rate is the e#ective miss rate seen 
for the combination of the 16 KiB instruction cache and 16 KiB data cache. It is obtained by weighting the 
instruction and data individual miss rates by the frequency of instruction and data references.
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keep the cache and memory consistent, a write-through scheme can be used, so 
that every write into the cache also causes memory to be updated. !e alternative 
to write-through is a write-back scheme that copies a block back to memory when 
it is replaced; we’ll discuss this scheme further in upcoming sections.

To take advantage of spatial locality, a cache must have a block size larger than 
one word. !e use of a bigger block decreases the miss rate and improves the 
e'ciency of the cache hardware by reducing the amount of tag storage relative to 
the amount of data storage in the cache. Although a larger block size decreases the 
miss rate, it can also increase the miss penalty. If the miss penalty increased linearly 
with the block size, larger blocks could easily lead to lower performance.

To avoid performance loss, the bandwidth of main memory is increased to 
transfer cache blocks more e'ciently. Common methods for increasing bandwidth 
external to the DRAM are making the memory wider and interleaving. DRAM 
designers have steadily improved the interface between the processor and memory 
to increase the bandwidth of burst mode transfers to reduce the cost of larger cache 
block sizes.

!e speed of the memory system a#ects the designer’s decision on the size of  
the cache block. Which of the following cache designer guidelines is generally 
valid?

1. !e shorter the memory latency, the smaller the cache block.
2. !e shorter the memory latency, the larger the cache block.
3. !e higher the memory bandwidth, the smaller the cache block.
4. !e higher the memory bandwidth, the larger the cache block.

 5.4 
Measuring and Improving Cache 
Performance

In this section, we begin by examining ways to measure and analyze cache 
performance. We then explore two di#erent techniques for improving cache 
performance. One focuses on reducing the miss rate by reducing the probability 
that two distinct memory blocks will contend for the same cache location. !e 
second technique reduces the miss penalty by adding an additional level to the 
hierarchy. !is technique, called multilevel caching, "rst appeared in high-end 
computers selling for more than $100,000 in 1990; since then it has become 
common on personal mobile devices selling for a few hundred dollars!

CPU time can be divided into the clock cycles that the CPU spends executing 
the program and the clock cycles that the CPU spends waiting for the memory 
system. Normally, we assume that the costs of cache accesses that are hits are part 
of the normal CPU execution cycles. !us,

Check Yourself
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CPU time CPU execution clock cycles Memory-stall clock cy+= c( cles
 Clock cycle time

)
×

!e memory-stall clock cycles come primarily from cache misses, and we make 
that assumption here. We also restrict the discussion to a simpli"ed model of the 
memory system. In real processors, the stalls generated by reads and writes can be 
quite complex, and accurate performance prediction usually requires very detailed 
simulations of the processor and memory system.

Memory-stall clock cycles can be de"ned as the sum of the stall cycles coming 
from reads plus those coming from writes:

Memory-stall clock cycles Read-stall cycles Write-stall cycles)(= +

!e read-stall cycles can be de"ned in terms of the number of read accesses per 
program, the miss penalty in clock cycles for a read, and the read miss rate:

Read-stall cycles Reads
Program

Read miss rate Read miss pe= nnalty× ×

Writes are more complicated. For a write-through scheme, we have two sources of 
stalls: write misses, which usually require that we fetch the block before continuing 
the write (see the Elaboration on page 413 for more details on dealing with writes), 
and write bu#er stalls, which occur when the write bu#er is full when a write 
happens. !us, the cycles stalled for writes equal the sum of these two:

Write-stall cycles Writes
Program

Write miss rate Write mis= ss penalty

Write er stalls

⎛
⎝
⎜⎜⎜⎜

⎞
⎠
⎟⎟⎟⎟

+
× ×

Because the write bu#er stalls depend on the proximity of writes, and not just 
the frequency, it is impossible to give a simple equation to compute such stalls. 
Fortunately, in systems with a reasonable write bu#er depth (e.g., four or more 
words) and a memory capable of accepting writes at a rate that signi"cantly exceeds 
the average write frequency in programs (e.g., by a factor of 2), the write bu#er 
stalls will be small, and we can safely ignore them. If a system did not meet these 
criteria, it would not be well designed; instead, the designer should have used either 
a deeper write bu#er or a write-back organization.

Write-back schemes also have potential additional stalls arising from the need 
to write a cache block back to memory when the block is replaced. We will discuss 
this more in Section 5.8.

In most write-through cache organizations, the read and write miss penalties are 
the same (the time to fetch the block from memory). If we assume that the write 
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bu#er stalls are negligible, we can combine the reads and writes by using a single 
miss rate and the miss penalty:

Memory-stall clock cycles Memory accesses
Program

Miss rate= Miss penalty× ×

We can also factor this as

Memory-stall clock cycles Instructions
Program

Misses
Instru

=
cction

Miss penalty× ×

Let’s consider a simple example to help us understand the impact of cache 
performance on processor performance.

Calculating Cache Performance

Assume the miss rate of an instruction cache is 2% and the miss rate of the 
data cache is 4%. If a processor has a CPI of 2 without any memory stalls, 
and the miss penalty is 100 cycles for all misses, determine how much faster 
a processor would run with a perfect cache that never missed. Assume the 
frequency of all loads and stores is 36%.

!e number of memory miss cycles for instructions in terms of the Instruction 
count (I) is

Instruction miss cycles I I= =2 100 2 00× .% ××

As the frequency of all loads and stores is 36%, we can "nd the number of 
memory miss cycles for data references:

Data miss cycles 36 4 100 1 44% % . II × × × ×= =

!e total number of memory-stall cycles is 2.00 I + 1.44 I = 3.44 I. !is is 
more than three cycles of memory stall per instruction. Accordingly, the total 
CPI including memory stalls is 2 + 3.44 = 5.44. Since there is no change in 
instruction count or clock rate, the ratio of the CPU execution times is

EXAMPLE

ANSWER
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CPU time with stalls
CPU time with perfect cache

I CPIstall Clock cycle
I CPI Clock cycle
CPI

CPI

perfect

stall

perfect

5..44
2

=

= =

× ×

××

!e performance with the perfect cache is better by 5 44
2

2 72. .= .

What happens if the processor is made faster, but the memory system is not? !e 
amount of time spent on memory stalls will take up an increasing fraction of the 
execution time; Amdahl’s Law, which we examined in Chapter 1, reminds us of 
this fact. A few simple examples show how serious this problem can be. Suppose 
we speed-up the computer in the previous example by reducing its CPI from 2 to 1 
without changing the clock rate, which might be done with an improved pipeline. 
!e system with cache misses would then have a CPI of 1 + 3.44 = 4.44, and the 
system with the perfect cache would be

4 44
1

4 44.  times as fast. .=

!e amount of execution time spent on memory stalls would have risen from
3 44
5 44

63.
.

%=

to 3 44
4 44

77.
.

%=

Similarly, increasing the clock rate without changing the memory system also 
increases the performance lost due to cache misses.

!e previous examples and equations assume that the hit time is not a factor in 
determining cache performance. Clearly, if the hit time increases, the total time to 
access a word from the memory system will increase, possibly causing an increase in 
the processor cycle time. Although we will see additional examples of what can raise 
hit time shortly, one example is increasing the cache size. A larger cache could clearly 
have a bigger access time, just as, if your desk in the library was very large (say, 3 square 
meters), it would take longer to locate a book on the desk. An increase in hit time 
likely adds another stage to the pipeline, since it may take multiple cycles for a cache 
hit. Although it is more complex to calculate the performance impact of a deeper 
pipeline, at some point the increase in hit time for a larger cache could dominate the 
improvement in hit rate, leading to a decrease in processor performance.

To capture the fact that the time to access data for both hits and misses a#ects 
performance, designers sometime use average memory access time (AMAT) as 
a way to examine alternative cache designs. Average memory access time is the 
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average time to access memory considering both hits and misses and the frequency 
of di#erent accesses; it is equal to the following:

AMAT Time for a hit Miss rate Miss penalty×+=

Calculating Average Memory Access Time

Find the AMAT for a processor with a 1 ns clock cycle time, a miss penalty of 
20 clock cycles, a miss rate of 0.05 misses per instruction, and a cache access 
time (including hit detection) of 1 clock cycle. Assume that the read and write 
miss penalties are the same and ignore other write stalls.

!e average memory access time per instruction is

AMAT Time for a hit Miss rate Miss penalty

 clo
1 0 05 20
2

.
cck cycles

=
=
=

+ ×
×

or 2 ns.

!e next subsection discusses alternative cache organizations that decrease  
miss rate but may sometimes increase hit time; additional examples appear in 
Section 5.16.

Reducing Cache Misses by More Flexible Placement  
of Blocks
So far, when we put a block in the cache, we have used a simple placement scheme: 
A block can go in exactly one place in the cache. As mentioned earlier, it is called 
direct mapped because there is a direct mapping from any block address in memory 
to a single location in the upper level of the hierarchy. However, there is actually a 
whole range of schemes for placing blocks. Direct mapped, where a block can be 
placed in exactly one location, is at one extreme.

At the other extreme is a scheme where a block can be placed in any location 
in the cache. Such a scheme is called fully associative, because a block in memory 
may be associated with any entry in the cache. To "nd a given block in a fully 
associative cache, all the entries in the cache must be searched because a block 
can be placed in any one. To make the search practical, it is done in parallel with 
a comparator associated with each cache entry. !ese comparators signi"cantly 
increase the hardware cost, e#ectively making fully associative placement practical 
only for caches with small numbers of blocks.

!e middle range of designs between direct mapped and fully associative 
is called set associative. In a set-associative cache, there are a "xed number of 

set-associative cache  
A cache that has a "xed 
number of locations (at 
least two) where each 
block can be placed.

fully associative 
cache A cache structure 
in which a block can be 
placed in any location in 
the cache.

EXAMPLE

ANSWER
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locations where each block can be placed. A set-associative cache with n locations 
for a block is called an n-way set-associative cache. An n-way set-associative cache 
consists of a number of sets, each of which consists of n blocks. Each block in the 
memory maps to a unique set in the cache given by the index "eld, and a block can 
be placed in any element of that set. !us, a set-associative placement combines 
direct-mapped placement and fully associative placement: a block is directly 
mapped into a set, and then all the blocks in the set are searched for a match. For 
example, Figure 5.14 shows where block 12 may be put in a cache with eight blocks 
total, according to the three block placement policies.

Remember that in a direct-mapped cache, the position of a memory block is 
given by

( )Block number  modulo (Number of  in the cache)blocks

In a set-associative cache, the set containing a memory block is given by

( )Block number  modulo (Number of  in the cache)sets

Since the block may be placed in any element of the set, all the tags of all the elements 
of the set must be searched. In a fully associative cache, the block can go anywhere, 
and all tags of all the blocks in the cache must be searched.

We can also think of all block placement strategies as a variation on set 
associativity. Figure 5.15 shows the possible associativity structures for an eight-
block cache. A direct-mapped cache is just a one-way set-associative cache: each 
cache entry holds one block and each set has one element. A fully associative cache 

Direct mapped

2 4 5 760 1 3Block #

Data

Tag

Search

1
2

Set associative

20 1 3Set #

Data

Tag

Search

1
2

Fully associative

Data

Tag

Search

1
2

FIGURE 5.14 The location of a memory block whose address is 12 in a cache with eight 
blocks varies for direct-mapped, set-associative, and fully associative placement. In direct-
mapped placement, there is only one cache block where memory block 12 can be found, and that block is 
given by (12 modulo 8) = 4. In a two-way set-associative cache, there would be four sets, and memory block 
12 must be in set (12 mod 4) = 0; the memory block could be in either element of the set. In a fully associative 
placement, the memory block for block address 12 can appear in any of the eight cache blocks.
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with m entries is simply an m-way set-associative cache; it has one set with m 
blocks, and an entry can reside in any block within that set.

!e advantage of increasing the degree of associativity is that it usually decreases 
the miss rate, as the next example shows. !e main disadvantage, which we discuss 
in more detail shortly, is a potential increase in the hit time.

Misses and Associativity in Caches

Assume there are three small caches, each consisting of four one-word blocks. 
One cache is fully associative, a second is two-way set associative, and the third 
is direct-mapped. Find the number of misses for each cache organization given 
the following sequence of block addresses: 0, 8, 0, 6, and 8.

EXAMPLE

Eight-way set associative (fully associative)

Tag Tag Data DataTagTag Data Data Tag Tag Data DataTagTag Data Data

Tag Tag Data DataTagTag Data DataSet

Four-way set associative

TagTag Data DataSet

0

1

0

1

2

3

0

1

2

3

4

5

6

7

Two-way set associative

Tag DataSet

One-way set associative
(direct mapped)

FIGURE 5.15 An eight-block cache con!gured as direct-mapped, two-way set associative, 
four-way set associative, and fully associative. !e total size of the cache in blocks is equal to 
the number of sets times the associativity. !us, for a "xed cache size, increasing the associativity decreases 
the number of sets while increasing the number of elements per set. With eight blocks, an eight-way set-
associative cache is the same as a fully associative cache.
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!e direct-mapped case is easiest. First, let’s determine to which cache block 
each block address maps:

Block address Cache block

0 (0 modulo 4) = 0
6 (6 modulo 4) = 2
8 (8 modulo 4) = 0

Now we can "ll in the cache contents a$er each reference, using a blank entry 
to mean that the block is invalid, colored text to show a new entry added to 
the cache for the associated reference, and plain text to show an old entry in 
the cache:

Address of memory
block accessed

Hit
or miss

Contents of cache blocks after reference

0 1 2 3

0 miss Memory[0]

8 miss Memory[8]

0 miss Memory[0]

6 miss Memory[0] Memory[6]

8 miss Memory[8] Memory[6]

!e direct-mapped cache generates "ve misses for the "ve accesses.
!e set-associative cache has two sets (with indices 0 and 1) with two 

elements per set. Let’s "rst determine to which set each block address maps:

Block address Cache set

0 (0 modulo 2) = 0
6 (6 modulo 2) = 0
8 (8 modulo 2) = 0

Because we have a choice of which entry in a set to replace on a miss, we need 
a replacement rule. Set-associative caches usually replace the least recently 
used block within a set; that is, the block that was used furthest in the past 
is replaced. (We will discuss other replacement rules in more detail shortly.) 
Using this replacement rule, the contents of the set-associative cache a$er each 
reference look like this:

Address of memory
block accessed

Hit
or miss

Contents of cache blocks after reference

Set 0 Set 0 Set 1 Set 1

0 miss Memory[0]

8 miss Memory[0] Memory[8]

0 hit Memory[0] Memory[8]

6 miss Memory[0] Memory[6]

8 miss Memory[8] Memory[6]

ANSWER
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Associativity Data miss rate

1 10.3%

2 8.6%

4 8.3%

8 8.1%

FIGURE 5.16 The data cache miss rates for an organization like the Intrinsity FastMATH 
processor for SPEC CPU2000 benchmarks with associativity varying from one-way to 
eight-way. !ese results for 10 SPEC CPU2000 programs are from Hennessy and Patterson (2003).

Notice that when block 6 is referenced, it replaces block 8, since block 8 has 
been less recently referenced than block 0. !e two-way set-associative cache 
has four misses, one less than the direct-mapped cache.

!e fully associative cache has four cache blocks (in a single set); any 
memory block can be stored in any cache block. !e fully associative cache has 
the best performance, with only three misses:

Address of memory
block accessed

Hit
or miss

Contents of cache blocks after reference

Block 0 Block 1 Block 2 Block 3

0 miss Memory[0]

8 miss Memory[0] Memory[8]

0 hit Memory[0] Memory[8]

6 miss Memory[0] Memory[8] Memory[6]

8 hit Memory[0] Memory[8] Memory[6]

For this series of references, three misses is the best we can do, because 
three unique block addresses are accessed. Notice that if we had eight blocks in  
the cache, there would be no replacements in the two-way set-associative cache 
(check this for yourself), and it would have the same number of misses as the 
fully associative cache. Similarly, if we had 16 blocks, all three caches would 
have the identical number of misses. Even this trivial example shows that cache 
size and associativity are not independent in determining cache performance.

How much of a reduction in the miss rate is achieved by associativity? Figure 
5.16 shows the improvement for a 64 KiB data cache with a 16-word block, and 
associativity ranging from direct-mapped to eight-way. Going from one-way 
to two-way associativity decreases the miss rate by about 15%, but there is little 
further improvement in going to higher associativity.

Locating a Block in the Cache
Now, let’s consider the task of "nding a block in a cache that is set associative. 
Just as in a direct-mapped cache, each block in a set-associative cache includes 
an address tag that gives the block address. !e tag of every cache block within 
the appropriate set is checked to see if it matches the block address from the 
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processor. Figure 5.17 decomposes the address. !e index value is used to select 
the set containing the address of interest, and the tags of all the blocks in the set 
must be searched. Because speed is of the essence, all the tags in the selected set are 
searched in parallel. As in a fully associative cache, a sequential search would make 
the hit time of a set-associative cache too slow.

If the total cache size is kept the same, increasing the associativity raises the 
number of blocks per set, which is the number of simultaneous compares needed 
to perform the search in parallel: each increase by a factor of 2 in associativity 
doubles the number of blocks per set and halves the number of sets. Accordingly, 
each factor-of-2 increase in associativity decreases the size of the index by 1 bit and 
expands the size of the tag by 1 bit. In a fully associative cache, there is e#ectively 
only one set, and all the blocks must be checked in parallel. !us, there is no index, 
and the entire address, excluding the block o#set, is compared against the tag of 
every block. In other words, we search the full cache without any indexing.

In a direct-mapped cache, only a single comparator is needed, because the entry can 
be in only one block, and we access the cache simply by indexing. Figure 5.18 shows 
that in a four-way set-associative cache, four comparators are needed, together with  
a 4-to-1 multiplexor to choose among the four potential members of the selected set. 
!e cache access consists of indexing the appropriate set and then searching the tags 
of the set. !e costs of an associative cache are the extra comparators and any delay 
imposed by having to do the compare and select from among the elements of the set.

!e choice among direct-mapped, set-associative, or fully associative mapping 
in any memory hierarchy will depend on the cost of a miss versus the cost of 
implementing associativity, both in time and in extra hardware.

Elaboration: A Content Addressable Memory (CAM) is a circuit that combines 
comparison and storage in a single device. Instead of supplying an address and reading 
a word like a RAM, you send the data and the CAM looks to see if it has a copy and 
returns the index of the matching row. CAMs mean that cache designers can afford 
to implement much higher set associativity than if they needed to build the hardware 
out of SRAMs and comparators. In 2020, the greater size and power of CAM generally 
leads to two-way and four-way set associativity being built from standard SRAMs and 
comparators, with eight-way and above built using CAMs.

Choosing Which Block to Replace
When a miss occurs in a direct-mapped cache, the requested block can go in 
exactly one position, and the block occupying that position must be replaced. In 
an associative cache, we have a choice of where to place the requested block, and 

Block offsetTag Index

FIGURE 5.17 The three portions of an address in a set-associative or direct-mapped 
cache. !e index is used to select the set, then the tag is used to choose the block by comparison with the 
blocks in the selected set. !e block o#set is the address of the desired data within the block.
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hence a choice of which block to replace. In a fully associative cache, all blocks are 
candidates for replacement. In a set-associative cache, we must choose among the 
blocks in the selected set.

!e most commonly used scheme is least recently used (LRU), which we used 
in the previous example. In an LRU scheme, the block replaced is the one that has 
been unused for the longest time. !e set-associative example on page 419 uses 
LRU, which is why we replaced Memory(0) instead of Memory(6).

LRU replacement is implemented by keeping track of when each element in a 
set was used relative to the other elements in the set. For a two-way set-associative 
cache, tracking when the two elements were used can be implemented by keeping 
a single bit in each set and setting the bit to indicate an element whenever that 
element is referenced. As associativity increases, implementing LRU gets harder; in 
Section 5.8, we will see an alternative scheme for replacement.

least recently used 
(LRU) A replacement 
scheme in which the 
block replaced is the one 
that has been unused for 
the longest time.

Address

Data

Tag

V Tag

=

Index

22 8

31 30 12 11 10 9 8 3 2 1 0

4-to-1 multiplexor

Index
0
1
2
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255

DataV Tag

=

DataV Tag
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DataV Tag
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=
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DataHit

FIGURE 5.18 The implementation of a four-way set-associative cache requires four 
comparators and a 4-to-1 multiplexor. !e comparators determine which element of the selected set 
(if any) matches the tag. !e output of the comparators is used to select the data from one of the four blocks 
of the indexed set, using a multiplexor with a decoded select signal. In some implementations, the Output 
enable signals on the data portions of the cache RAMs can be used to select the entry in the set that drives the 
output. !e Output enable signal comes from the comparators, causing the element that matches to drive the 
data outputs. !is organization eliminates the need for the multiplexor.
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Size of Tags versus Set Associativity

Increasing associativity requires more comparators and more tag bits per 
cache block. Assuming a cache of 4096 blocks, a four-word block size, and a  
32-bit address, "nd the total number of sets and the total number of tag bits 
for caches that are direct-mapped, two-way and four-way set associative, and 
fully associative.

Since there are 16 (= 24) bytes per block, a 32-bit address yields 32 − 4 = 28 bits 
to be used for index and tag. !e direct-mapped cache has the same number 
of sets as blocks, and hence 12 bits of index, since log2(4096) = 12; hence, the 
total number is (28 − 12) × 4096 = 16 × 4096 = 66 K tag bits.

Each degree of associativity decreases the number of sets by a factor of 2 and 
thus decreases the number of bits used to index the cache by 1 and increases 
the number of bits in the tag by 1. !us, for a two-way set-associative cache, 
there are 2048 sets, and the total number of tag bits is (28 − 11) × 2 × 2048 = 
34 × 2048 = 70 Kbits. For a four-way set-associative cache, the total number 
of sets is 1024, and the total number is (28 − 10) × 4 × 1024 = 72 × 1024 = 74 K 
tag bits.

For a fully associative cache, there is only one set with 4096 blocks, and the 
tag is 28 bits, leading to 28 × 4096 × 1 = 115 K tag bits.

Reducing the Miss Penalty Using Multilevel Caches
All modern computers make use of caches. To close the gap further between the 
fast clock rates of modern processors and the increasingly long time required to 
access DRAMs, most microprocessors support an additional level of caching. !is 
second-level cache is normally on the same chip and is accessed whenever a miss 
occurs in the primary cache. If the second-level cache contains the desired data, 
the miss penalty for the "rst-level cache will be essentially the access time of the 
second-level cache, which will be much less than the access time of main memory. 
If neither the primary nor the secondary cache contains the data, a main memory 
access is required, and a larger miss penalty is incurred.

How signi"cant is the performance improvement from the use of a secondary 
cache? !e next example shows us.

Performance of Multilevel Caches

Suppose we have a processor with a base CPI of 1.0, assuming all references 
hit in the primary cache, and a clock rate of 4 GHz. Assume a main memory 
access time of 100 ns, including all the miss handling. Suppose the miss rate 

EXAMPLE
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per instruction at the primary cache is 2%. How much faster will the processor 
be if we add a secondary cache that has a 5-ns access time for either a hit or 
a miss and is large enough to reduce the miss rate to main memory to 0.5%?

!e miss penalty to main memory is

100

0 25
400

ns
ns

clock cycle

 clock cycles
.

=

!e e#ective CPI with one level of caching is given by

Total CPI Base CPI Memory-stall cycles per instruction= +

For the processor with one level of caching,
Total CPI Memory-stall cycles per instruction1 0 1 0 2 4% 000 9. ..= = =+ +

With two levels of caching, a miss in the primary (or "rst-level) cache can be 
satis"ed either by the secondary cache or by main memory. !e miss penalty 
for an access to the second-level cache is

5

0 25
20

ns
ns

clock cycle

 clock cycles
.

=

If the miss is satis"ed in the secondary cache, then this is the entire miss 
penalty. If the miss needs to go to main memory, then the total miss penalty is 
the sum of the secondary cache access time and the main memory access time.

!us, for a two-level cache, total CPI is the sum of the stall cycles from both 
levels of cache and the base CPI:

!us, the processor with the secondary cache is faster by

9 0
3 4

2 6.
.

.=

Alternatively, we could have computed the stall cycles by summing the stall 
cycles of those references that hit in the secondary cache ((2% − 0.5%) × 20 = 
0.3). !ose references that go to main memory, which must include the cost to 
access the secondary cache as well as the main memory access time, are (0.5% ×  
(20 + 400) = 2.1). !e sum, 1.0 + 0.3 + 2.1, is again 3.4.

Total CPI riP mary stalls per instruction Secondary stalls per instruction
1 2
1 +

20 0 5 400 1 0 4 2 0 3 4% . % . . .
=

= == + + +
+

+× ×

ANSWER
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!e design considerations for a primary and secondary cache are signi"cantly 
di#erent, because the presence of the other cache changes the best choice versus 
a single-level cache. In particular, a two-level cache structure allows the primary 
cache to focus on minimizing hit time to yield a shorter clock cycle or fewer 
pipeline stages, while allowing the secondary cache to focus on miss rate to reduce 
the penalty of long memory access times.

!e e#ect of these changes on the two caches can be seen by comparing each 
cache to the optimal design for a single level of cache. In comparison to a single-
level cache, the primary cache of a multilevel cache is o$en smaller. Furthermore, 
the primary cache may use a smaller block size, to go with the smaller cache size and 
also to reduce the miss penalty. In comparison, the secondary cache will be much 
larger than in a single-level cache, since the access time of the secondary cache is 
less critical. With a larger total size, the secondary cache may use a larger block size 
than appropriate with a single-level cache. It o$en uses higher associativity than 
the primary cache given the focus of reducing miss rates.

multilevel cache  
A memory hierarchy with 
multiple levels of caches, 
rather than just a cache 
and main memory.

Sorting has been exhaustively analyzed to "nd better algorithms: Bubble Sort, 
Quicksort, Radix Sort, and so on. Figure 5.19(a) shows instructions executed by 
item searched for Radix Sort versus Quicksort. As expected, for large arrays, Radix 
Sort has an algorithmic advantage over Quicksort in terms of number of operations. 
Figure 5.19(b) shows time per key instead of instructions executed. We see that the 
lines start on the same trajectory as in Figure 5.19(a), but then the Radix Sort line 
diverges as the data to sort increase. What is going on? Figure 5.19(c) answers by 
looking at the cache misses per item sorted: Quicksort consistently has many fewer 
misses per item to be sorted.

Alas, standard algorithmic analysis o$en ignores the impact of the memory 
hierarchy. As faster clock rates and Moore’s Law allow architects to squeeze all 
the performance out of a stream of instructions, using the memory hierarchy well 
is vital to high performance. As we said in the introduction, understanding the 
behavior of the memory hierarchy is critical to understanding the performance of 
programs on today’s computers.

Understanding 
Program 
Performance

Software Optimization via Blocking
Given the importance of the memory hierarchy to program performance, not 
surprisingly many so$ware optimizations were invented that can dramatically 
improve performance by reusing data within the cache and hence lower miss rates 
due to improved temporal locality.

When dealing with arrays, we can get good performance from the memory 
system if we store the array in memory so that accesses to the array are sequential 
in memory. Suppose that we are dealing with multiple arrays, however, with some 
arrays accessed by rows and some by columns. Storing the arrays row-by-row 
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FIGURE 5.19 Comparing Quicksort and Radix Sort by (a) instructions executed per item 
sorted, (b) time per item sorted, and (c) cache misses per item sorted. !ese data are from 
a paper by LaMarca and Ladner [1996]. Due to such results, new versions of Radix Sort have been invented 
that take memory hierarchy into account, to regain its algorithmic advantages (see Section 5.15). !e basic 
idea of cache optimizations is to use all the data in a block repeatedly before they are replaced on a miss.
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(called row major order) or column-by-column (column major order) does not 
solve the problem because both rows and columns are used in every loop iteration.

Instead of operating on entire rows or columns of an array, blocked algorithms 
operate on submatrices or blocks. !e goal is to maximize accesses to the data 
loaded into the cache before the data are replaced; that is, improve temporal locality 
to reduce cache misses.

For example, the inner loops of DGEMM (lines 4 through 9 of Figure 3.22 in 
Chapter 3) are

for (int j = 0; j < n; ++j)
 {
 double cij = C[i+j*n]; /* cij = C[i][j] */
 for( int k = 0; k < n; k++ )
 cij += A[i+k*n] * B[k+j*n]; /* cij += A[i][k]*B[k][j] */
 C[i+j*n] = cij; /* C[i][j] = cij */
 }
}

It reads all N-by-N elements of B, reads the same N elements in what corresponds to 
one row of A repeatedly, and writes what corresponds to one row of N elements of 
C. (!e comments make the rows and columns of the matrices easier to identify.) 
Figure 5.20 gives a snapshot of the accesses to the three arrays. A dark shade 
indicates a recent access, a light shade indicates an older access, and white means 
not yet accessed.

!e number of capacity misses clearly depends on N and the size of the cache. 
If it can hold all three N-by-N matrices, then all is well, provided there are no cache 
con%icts. We purposely picked the matrix size of DGEMM for Chapters 3 and 4 so 
that this would be the case.
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FIGURE 5.20 A snapshot of the three arrays C, A, and B when N = 6 and i = 1. !e age 
of accesses to the array elements is indicated by shade: white means not yet touched, light means older 
accesses, and dark means newer accesses. Compared to Figure 5.22, elements of A and B are read repeatedly 
to calculate new elements of C. !e variables i, j, and k are shown along the rows or columns used to access 
the arrays.
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If the cache can hold one N-by-N matrix and one row of N, then at least the ith 
row of A and the array B may stay in the cache. Less than that and misses may 
occur for both B and C. In the worst case, there would be 2 N3 + N2 memory words 
accessed for N3 operations.

To ensure that the elements being accessed can "t in the cache, the original code 
is changed to compute on a submatrix. Hence, we essentially invoke the version of 
DGEMM from Figure 4.78 in Chapter 4 repeatedly on matrices of size BLOCKSIZE 
by BLOCKSIZE. BLOCKSIZE is called the blocking factor.

Figure 5.21 shows the blocked version of DGEMM. !e function do_block is 
DGEMM from Figure 3.22 with three new parameters si, sj, and sk to specify 
the starting position of each submatrix of A, B, and C. !e two inner loops of the 
do_block now compute in steps of size BLOCKSIZE rather than the full length of 
B and C. !e gcc optimizer removes any function call overhead by “inlining” the 
function; that is, it inserts the code directly to avoid the conventional parameter 
passing and return address bookkeeping instructions.

Figure 5.22 illustrates the accesses to the three arrays using blocking. 
Looking only at capacity misses, the total number of memory words accessed 
is 2 N3/BLOCKSIZE + N2. !is total is an improvement by about a factor of 
BLOCKSIZE. Hence, blocking exploits a combination of spatial and temporal 
locality, since A bene"ts from spatial locality and B bene"ts from temporal 
locality. Depending on the computer and size of the matrices, blocking can 
improve performance by about a factor of 2 to more than a factor of 10.

1 #define BLOCKSIZE 32
2 void do_block (int n, int si, int sj, int sk, double *A, double
3 *B, double *C)
4 {
5  for (int i = si; i < si+BLOCKSIZE; ++i)
6   for (int j = sj; j < sj+BLOCKSIZE; ++j)
7     {
8     double cij = C[i+j*n];/* cij = C[i][j] */
9     for( int k = sk; k < sk+BLOCKSIZE; k++ )
10      cij += A[i+k*n] * B[k+j*n];/* cij+=A[i][k]*B[k][j] */
11     C[i+j*n] = cij;/* C[i][j] = cij */
12     }
13 }
14 void dgemm (int n, double* A, double* B, double* C)
15 {
16   for ( int sj = 0; sj < n; sj += BLOCKSIZE )
17    for ( int si = 0; si < n; si += BLOCKSIZE )
18    for ( int sk = 0; sk < n; sk += BLOCKSIZE )
19     do_block(n, si, sj, sk, A, B, C);
20 }

FIGURE 5.21 Cache blocked version of DGEMM in Figure 3.22. Assume C is initialized to zero. !e do_block 
function is basically DGEMM from Chapter  3 with new parameters to specify the starting positions of the submatrices of 
BLOCKSIZE. !e gcc optimizer can remove the function overhead instructions by inlining the do_block function.
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Although we have aimed at reducing cache misses, blocking can also be used to 
help register allocation. By taking a small blocking size, such that the block can be 
held in registers, we can minimize the number of loads and stores in the program, 
which again improves performance.

Elaboration: Multilevel caches create many complications. First, there are now 
several different types of misses and corresponding miss rates. In the example on 
pages 423–424, we saw the primary cache miss rate and the global miss rate—the 
fraction of references that missed in all cache levels. There is also a miss rate for  
the secondary cache, which is the ratio of all misses in the secondary cache divided 
by the number of accesses to it. This miss rate is called the local miss rate of the 
secondary cache. Because the primary cache !lters accesses, especially those with 
good spatial and temporal locality, the local miss rate of the secondary cache is much 
higher than the global miss rate. For the example on pages 423–424, we can compute 
the local miss rate of the secondary cache as 0.5%/2% = 25%! Luckily, the global miss 
rate dictates how often we must access the main memory.

Elaboration: With out-of-order processors (see Chapter  4), performance is more 
complex, since they execute instructions during the miss penalty. Instead of instruction 
miss rates and data miss rates, we use misses per instruction, and this formula:

Memory sta_ ll cycles
Instruction

Misses
Instruction

Total mi( sss latency Overlapped miss latency)× _=

There is no general way to calculate overlapped miss latency, so evaluations of 
memory hierarchies for out-of-order processors inevitably require simulation of the 
processor and the memory hierarchy. Only by seeing the execution of the processor 
during each miss can we see if the processor stalls waiting for data or simply !nds other 
work to do. A guideline is that the processor often hides the miss penalty for an L1 
cache miss that hits in the L2 cache, but it rarely hides a miss to the L2 cache.

Elaboration: The performance challenge for algorithms is that the memory hierarchy 
varies between different implementations of the same architecture in cache size, 

global miss rate !e 
fraction of references 
that miss in all levels of a 
multilevel cache.

local miss rate !e 
fraction of references to 
one level of a cache that 
miss; used in multilevel 
hierarchies.
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FIGURE 5.22 The age of accesses to the arrays C, A, and B when BLOCKSIZE = 3. Note that, 
in contrast to Figure 5.20, fewer elements are accessed.
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associativity, block size, and number of caches. To cope with such variability, some 
recent numerical libraries parameterize their algorithms and then search the parameter 
space at runtime to !nd the best combination for a particular computer. This approach 
is called autotuning.

Which of the following is generally true about a design with multiple levels of 
caches?

1. First-level caches are more concerned about hit time, and second-level 
caches are more concerned about miss rate.

2. First-level caches are more concerned about miss rate, and second-level 
caches are more concerned about hit time.

Summary
In this section, we focused on four topics: cache performance, using associativity to 
reduce miss rates, the use of multilevel cache hierarchies to reduce miss penalties, 
and so$ware optimizations to improve e#ectiveness of caches.

!e memory system has a signi"cant e#ect on program execution time. !e 
number of memory-stall cycles depends on both the miss rate and the miss penalty. 
!e challenge, as we will see in Section 5.8, is to reduce one of these factors without 
signi"cantly a#ecting other critical factors in the memory hierarchy.

To reduce the miss rate, we examined the use of associative placement schemes. 
Such schemes can reduce the miss rate of a cache by allowing more %exible 
placement of blocks within the cache. Fully associative schemes allow blocks to be 
placed anywhere, but also require that every block in the cache be searched to satisfy  
a request. !e higher costs make large fully associative caches impractical. Set-
associative caches are a practical alternative, since we need only search among the 
elements of a unique set that is chosen by indexing. Set-associative caches have higher 
miss rates but are faster to access. !e amount of associativity that yields the best 
performance depends on both the technology and the details of the implementation.

We looked at multilevel caches as a technique to reduce the miss penalty by 
allowing a larger secondary cache to handle misses to the primary cache. Second-
level caches have become commonplace as designers "nd that limited silicon and 
the goals of high clock rates prevent primary caches from becoming large. !e 
secondary cache, which is o$en 10 times or more larger than the primary cache, 
handles many accesses that miss in the primary cache. In such cases, the miss 
penalty is that of the access time to the secondary cache (typically <10 processor 
cycles) versus the access time to memory (typically > 100 processor cycles). As 
with associativity, the design tradeo#s between the size of the secondary cache and 
its access time depend on a number of aspects of the implementation.

Finally, given the importance of the memory hierarchy in performance, we 
looked at how to change algorithms to improve cache behavior, with blocking 
being an important technique when dealing with large arrays.

Check Yourself
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 5.5 Dependable Memory Hierarchy

Implicit in all the prior discussion is that the memory hierarchy doesn’t forget. Fast 
but undependable is not very attractive. As we learned in Chapter 1, the one great 
idea for dependability is redundancy. In this section we’ll "rst go over the terms to 
de"ne terms and measures associated with failure, and then show how redundancy 
can make nearly unforgettable memories.

De!ning Failure
We start with an assumption that you have a speci"cation of proper service. Users 
can then see a system alternating between two states of delivered service with 
respect to the service speci"cation:

1. Service accomplishment, where the service is delivered as speci"ed
2. Service interruption, where the delivered service is di#erent from the 

speci"ed service
Transitions from state 1 to state 2 are caused by failures, and transitions from state 
2 to state 1 are called restorations. Failures can be permanent or intermittent. !e 
latter is the more di'cult case; it is harder to diagnose the problem when a system 
oscillates between the two states. Permanent failures are far easier to diagnose.

!is de"nition leads to two related terms: reliability and availability.
Reliability is a measure of the continuous service accomplishment—or, equivalently, 

of the time to failure—from a reference point. Hence, mean time to failure (MTTF) 
is a reliability measure. A related term is annual failure rate (AFR), which is just the 
percentage of devices that would be expected to fail in a year for a given MTTF. 
When MTTF gets large it can be misleading, while AFR leads to better intuition.

MTTF vs. AFR of Disks

Some disks today are quoted to have a 1,000,000-hour MTTF. As 1,000,000 
hours is 1,000,000/(365 × 24) = 114 years, it would seem like they practically 
never fail. Warehouse-scale computers (see Section 6.7) that run Internet 
services such as Search might have 50,000 servers. Assume each server has two 
disks. Use AFR to calculate how many disks we would expect to fail per year.

One year is 365 × 24 = 8760 hours. A 1,000,000-hour MTTF means an AFR 
of 8760/1,000,000 = 0.876%. With 100,000 disks, we would expect 876 disks to 
fail per year, or on average more than two disk failures per day!

EXAMPLE

ANSWER



432 Chapter 5 Large and Fast: Exploiting Memory Hierarchy

Service interruption is measured as mean time to repair (MTTR). Mean time 
between failures (MTBF) is simply the sum of MTTF + MTTR. Although MTBF 
is widely used, MTTF is o$en the more appropriate term. Availability is then a 
measure of service accomplishment with respect to the alternation between the two 
states of accomplishment and interruption. Availability is statistically quanti"ed as

Availability MTTF
MTTF MTTR

= +( )

Note that reliability and availability are actually quanti"able measures, rather than 
just synonyms for dependability. Shrinking MTTR can help availability as much as 
increasing MTTF. For example, tools for fault detection, diagnosis, and repair can 
help reduce the time to repair faults and thereby improve availability.

We want availability to be very high. One shorthand is to quote the number of 
“nines of availability” per year. For instance, a very good Internet service today 
o#ers 4 or 5 nines of availability. Given 365 days per year, which is 365 × 24 ×  
60 = 526,000 minutes, then the shorthand is decoded as follows:

One nine: 90% => 36.5 days of repair/year
Two nines: 99% => 3.65 days of repair/year
!ree nines: 99.9% => 526 minutes of repair/year
Four nines: 99.99% => 52.6 minutes of repair/year
Five nines: 99.999% => 5.26 minutes of repair/year

and so on. (Five nine means "ve minutes of repair per year, which is memory aid.)
To increase MTTF, you can improve the quality of the components or design 

systems to continue operation in the presence of components that have failed. 
Hence, failure needs to be de"ned with respect to a context, as failure of a component 
may not lead to a failure of the system. To make this distinction clear, the term fault 
is used to mean failure of a component. Here are three ways to improve MTTF:

1. Fault avoidance: Preventing fault occurrence by construction.
2. Fault tolerance: Using redundancy to allow the service to comply with the 

service speci"cation despite faults occurring.
3. Fault forecasting: Predicting the presence and creation of faults, allowing the 

component to be replaced before it fails.

The Hamming Single Error Correcting, Double Error 
Detecting Code (SEC/DED)
Richard Hamming invented a popular redundancy scheme for memory, for which 
he received the Turing Award in 1968. To invent redundant codes, it is helpful 
to talk about how “close” correct bit patterns can be. What we call the Hamming 
distance is just the minimum number of bits that are di#erent between any two 
correct bit patterns. For example, the distance between 011011 and 001111 is two. 
What happens if the minimum distance between members of a code is two, and we 
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get a one-bit error? It will turn a valid pattern in a code to an invalid one. !us, if 
we can detect whether members of a code are accurate or not, we can detect single 
bit errors, and can say we have a single bit error detection code.

Hamming used a parity code for error detection. In a parity code, the number 
of 1 s in a word is counted; the word has odd parity if the number of 1 s is odd and 
even otherwise. When a word is written into memory, the parity bit is also written  
(1 for odd, 0 for even). !at is, the parity of the N+1 bit word should always be even. 
!en, when the word is read out, the parity bit is read and checked. If the parity of the 
memory word and the stored parity bit do not match, an error has occurred.

Calculate the parity of a byte with the value 31ten and show the pattern stored to 
memory. Assume the parity bit is on the right. Suppose the most signi"cant bit 
was inverted in memory, and then you read it back. Did you detect the error? 
What happens if the two most signi"cant bits are inverted?

31ten is 00011111two, which has "ve 1s. To make parity even, we need to write a 1 
in the parity bit, or 000111111two. If the most signi"cant bit is inverted when we 
read it back, we would see 100111111two which has seven 1s. Since we expect 
even parity and calculated odd parity, we would signal an error. If the two most 
signi"cant bits are inverted, we would see 110111111two which has eight 1s or 
even parity, and we would not signal an error.

If there are 2 bits of error, then a 1-bit parity scheme will not detect any errors, since 
the parity will match the data with two errors. (Actually, a 1-bit parity scheme can 
detect any odd number of errors; however, the probability of having three errors is 
much lower than the probability of having two, so, in practice, a 1-bit parity code is 
limited to detecting a single bit of error.)

Of course, a parity code cannot correct errors, which Hamming wanted to do 
as well as detect them. If we used a code that had a minimum distance of 3, then 
any single bit error would be closer to the correct pattern than to any other valid 
pattern. He came up with an easy to understand mapping of data into a distance 3 
code that we call Hamming Error Correction Code (ECC) in his honor. We use extra 
parity bits to allow the position identi"cation of a single error. Here are the steps to 
calculate Hamming ECC

1. Start numbering bits from 1 on the le$, contrary to the traditional 
numbering of the rightmost bit being 0.

2. Mark all bit positions that are powers of 2 as parity bits (positions 1, 2, 4, 8, 
16, …).

error detection 
code A code that 
enables the detection of 
an error in data, but not 
the precise location and, 
hence, correction of the 
error.

EXAMPLE

ANSWER
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3. All other bit positions are used for data bits (positions 3, 5, 6, 7, 9, 10, 11, 12, 
13, 14, 15, …).

4. !e position of parity bit determines sequence of data bits that it checks 
(Figure 5.24 shows this coverage graphically) is:
■ Bit 1 (0001two) checks bits (1,3,5,7,9,11,...), which are bits where rightmost 

bit of address is 1 (0001two, 0011two, 0101two, 0111two, 1001two, 1011two,…).
■ Bit 2 (0010two) checks bits (2,3,6,7,10,11,14,15,…), which are the bits 

where the second bit to the right in the address is 1.
■ Bit 4 (0100two) checks bits (4–7, 12–15, 20–23,…), which are the bits 

where the third bit to the right in the address is 1.
■ Bit 8 (1000two) checks bits (8–15, 24–31, 40–47,...), which are the bits 

where the fourth bit to the right in the address is 1.
Note that each data bit is covered by two or more parity bits.

5. Set parity bits to create even parity for each group.
In what seems like a magic trick, you can determine whether bits are incorrect 

by looking at the parity bits. Using the 12 bit code in Figure 5.23, if the value of the 
four parity calculations (p8,p4,p2,p1) was 0000, then there was no error. However, 
if the pattern was, say, 1010, which is 10ten, then Hamming ECC tells us that bit 
10 (d6) is an error. Since the number is binary, we can correct the error just by 
inverting the value of bit 10.

Assume one byte data value is 10011010two. First show the Hamming ECC code 
for that byte, and then invert bit 10 and show that the ECC code "nds and 
corrects the single bit error.

Leaving spaces for the parity bits, the 12 bit pattern is__ 1_ 0 0 1_ 1 0 1 0.

Bit position

Encoded data bits

Parity
bit

coverage

p1

p1

p2

p4

p8

p2 d1 p4 d2 d3 d4 p8 d5 d6 d7 d8

X X X X X X

X X X X X X

X X X X X

X X X X X

1 2 3 4 5 6 7 8 9 10 11 12

FIGURE 5.23 Parity bits, data bits, and !eld coverage in a Hamming ECC code for eight 
data bits.

EXAMPLE
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Position 1 checks bits 1,3,5,7,9, and 11, which we highlight:__ 1_ 0 0 1_ 1 0 1 
0. To make the group even parity, we should set bit 1 to 0.
Position 2 checks bits 2,3,6,7,10,11, which is 0_ 1_ 0 0 1_ 1 0 1 0 or odd parity, 
so we set position 2 to a 1.
Position 4 checks bits 4,5,6,7,12, which is 0 1 1_ 0 0 1_ 1 0 1, so we set it to a 1.
Position 8 checks bits 8,9,10,11,12, which is 0 1 1 1 0 0 1_ 1 0 1 0, so we set it 
to a 0.
!e "nal code word is 011100101010. Inverting bit 10 changes it to 
011100101110.
Parity bit 1 is 0 (011100101110 is four 1s, so even parity; this group is OK).
Parity bit 2 is 1 (011100101110 is "ve 1s, so odd parity; there is an error 
somewhere).
Parity bit 4 is 1 (011100101110 is two 1s, so even parity; this group is OK).
Parity bit 8 is 1 (011100101110 is three 1s, so odd parity; there is an error 
somewhere).
Parity bits 2 and 8 are incorrect. As 2 + 8 = 10, bit 10 must be wrong. Hence, 
we can correct the error by inverting bit 10: 011100101010. Voila!

Hamming did not stop at single bit error correction code. At the cost of one more 
bit, we can make the minimum Hamming distance in a code be 4. !is means we 
can correct single bit errors and detect double bit errors. !e idea is to add a parity 
bit that is calculated over the whole word. Let’s use a 4-bit data word as an example, 
which would only need 7 bits for single bit error detection. Hamming parity bits H 
(p1 p2 p3) are computed (even parity as usual) plus the even parity over the entire 
word, p4:

1 2 3 4 5 6 7 8
p1 p2 d1 p3 d2 d3 d4 p4

!en the algorithm to correct one error and detect two is just to calculate parity 
over the ECC groups (H) as before plus one more over the whole group (p4). !ere 
are four cases:

1. H is even and p4 is even, so no error occurred.
2. H is odd and p4 is odd, so a correctable single error occurred. (p4 should 

calculate odd parity if one error occurred.)
3. H is even and p4 is odd, a single error occurred in p4 bit, not in the rest of the 

word, so correct the p4 bit.
4. H is odd and p4 is even, a double error occurred. (p4 should calculate even 

parity if two errors occurred.)
Single Error Correcting/Double Error Detecting (SEC/DED) is common in 
memory for servers today. Conveniently, 8-byte data blocks can get SEC/DED with 
just one more byte, which is why many DIMMs are 72 bits wide.

ANSWER
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Elaboration: To calculate how many bits are needed for SEC, let p be total number 
of parity bits and d number of data bits in p + d bit word. If p error correction bits are to 
point to error bit (p + d cases) plus one case to indicate that no error exists, we need:

2 1 1p bits  and thusp d p p d, log( ).≥ ≥+ + + +

For example, for 8 bits data means d = 8 and 2p ≥ p + 8 + 1, so p = 4. Similarly, p = 5 
for 16 bits of data, 6 for 32 bits, 7 for 64 bits, and so on.

Elaboration: In very large systems, the possibility of multiple errors as well as 
complete failure of a single wide memory chip becomes signi!cant. IBM introduced 
chipkill to solve this problem, and many big systems use this technology. (Intel calls 
their version SDDC.) Similar in nature to the RAID approach used for disks (see  

 Section 5.11), Chipkill distributes the data and ECC information, so that the complete 
failure of a single memory chip can be handled by supporting the reconstruction of the 
missing data from the remaining memory chips. Assuming a 10,000-processor cluster 
with 4 GiB per processor, IBM calculated the following rates of unrecoverable memory 
errors in 3 years of operation:

■ Parity only—about 90,000, or one unrecoverable (or undetected) failure every 17 
minutes.

■ SEC/DED only—about 3500, or about one undetected or unrecoverable failure 
every 7.5 hours.

■ Chipkill—6, or about one undetected or unrecoverable failure every 2 months.

Hence, Chipkill is a requirement for warehouse-scale computers. (See Section 6.7.)

Elaboration: While single or double bit errors are typical for memory systems, networks 
can have bursts of bit errors. One solution is called Cyclic Redundancy Check. For a block 
of k bits, a transmitter generates an n-k bit frame check sequence. It transmits n bits 
exactly divisible by some number. The receiver divides the frame by that number. If there 
is no remainder, it assumes there is no error. If there is, the receiver rejects the message, 
and asks the transmitter to send again. As you might guess from Chapter 3, it is easy to 
calculate division for some binary numbers with a shift register, which made CRC codes 
popular even when hardware was more precious. Going even further, Reed-Solomon codes 
use Galois !elds to correct multibit transmission errors, but now data are considered 
coef!cients of a polynomial and the code space is values of a polynomial. The Reed-
Solomon calculation is considerably more complicated than binary division!

 5.6 Virtual Machines

Virtual machines (VM) were "rst developed in the mid-1960s, and they have 
remained an important part of mainframe computing over the years. Although 
largely ignored in the single-user PC era in the 1980s and 1990s, they have recently 
gained popularity due to


